
Personal information
held by the

University is subject
to unauthorised

access or disclosure,
or is lost where the

loss is likely to result
in unauthorised

access or disclosure.

The Privacy Officer
contains breach*,
and investigates

within 30 days to
determine whether

i) an access /
disclosure breach

occurred; ii) serious
harm is likely.

DATA BREACH
OCCURS

ASSESS
LIKELIHOOD OF
SERIOUS HARM

If serious harm is
likely+, the DBRT
confirms whether
an ‘eligible data

breach’ per cl 59D of
PPIPA has occurred

and is notifiable.

HOLD DBRT
MEETING

The Privacy Officer
notifies the
individual/s,

Regulator/s, and other
stakeholders. If

required, collaborate
with Marketing to

send public or other
notifications.

NOTIFICATIONS

Data breaches and
assessments are 

* recorded on
Western.ERM 

* reported to ARC 
* published on

website for 12 months
(for public

notifications).

RECORDING AND
REPORTING
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Data Breach Workflow

* Containing a breach means stopping further unauthorised access or disclosure, and securing any compromised information to
prevent escalation.
+ If serious harm is not likely, the data breach is treated and recorded as a non-eligible privacy breach.   
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