
HOW TO
MANUAL

Step by step guide to the 
Compliance Management Program

FOR USE BY:

DESIGNATED COMPLIANCE
REPRESENTATIVES 

& 
NOMINATED COMPLIANCE

CONTACTS 

read more on the compliance pages at
https://www.westernsydney.edu.au/ougc/cpu



Contact Us
The CPU is located on Parramatta South campus, 

Building EQ, Level 1. 

Name Email

keira.hamilton@westernsydney.
edu.au

Keira Hamilton
Director

Compliance
Shared mailbox

compliance@westernsydney.
edu.au

2/80



Welcome Message
It provides the essential information,

step-by-step processes, and

supporting resources required to

enable these roles to effectively

operate within the Compliance

Management Program, and within the

Enterprise Risk Management system in

which it is hosted, to support and

assure legislative compliance within

their operating areas.

Whether you are new to the Program

or already familiar with it, this Manual is

designed as a practical, task-based

resource.

You are encouraged to refer to the

sections relevant to your role and

responsibilities (clearly marked

throughout), and to return to this

Manual as needed when undertaking

compliance activities.

The CPU welcomes any questions or

requests for support.

Our objective is to ensure a clear,

efficient, and consistent approach to

compliance attestation, enabling the

University and its controlled entities to

meet their assurance obligations with

confidence.

Welcome to the Compliance

Program Unit’s “How To”

Manual for the Compliance

Management Program.

This Manual is intended for

Designated Compliance

Representatives and their

Nominated Compliance Contacts.

Keira Hamilton
Director
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OUTCOME OF PROGRAM IS TO ASCERTAIN THE RISK OF NON-
COMPLIANCE WITH ASSIGNED LEGISLATION 

I.E. IS IT WITHIN THE UNIVERSITY’S 
RISK APPETITE OF “LOW” 

1.  OBJECTIVES
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2. WHO DOES WHAT

Director, Compliance
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4. KEY DATES

CPU's formal biannual

review of Compliance

Directory and

assignments

Legislative alert

refresher training

(upon request)

Compliance Contact

annual attestation

commences on the

online University Risk

and Compliance

system (system).

CPU's formal biannual

review of Compliance

Directory and

assignments

Legislative alert

refresher training

(upon request)

Compliance

Representative annual

attestation

commences on the

online system.

MAY

JULY

SEPTEMBER

Compliance Program

Unit (CPU) reports to

Audit and Risk

Committee on

previous year’s

attestations.

Compliance Contact

attestation due for

completion by the

end of the month on

the online system.

CPU emails assigned

laws confirmation to

Compliance Network -

corrections due to

CPU by end of the

month.

Compliance

Representative annual

attestation due for

completion by the

end of the month on

the online system.

FEBRUARY

OCTOBER

NOVEMBER

DECEMBER

NOVEMBER

Throughout

the year,

compliance

network must

continuously

review their

assigned laws

and report

any breaches

to the CPU.

COMPL IANCE
POL ICY ,
CLAUSE 8

THE CPU REPORTS TO THE ARC EVERY MEETING ON COMPLIANCE
INCIDENTS AND ISSUES
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WHAT IS THIS?
The Compliance Directory sets out the NSW and Commonwealth legislation
applicable to the University and its Controlled Entities.

Legislation may apply for a range of reasons, including the University’s structure,
operations, activities, revenue, or charity status.

The Directory captures only proactive obligations, being obligations that require
the entity to take certain action or refrain from certain conduct.

The Directory also includes a Watchlist of instruments that may be relevant but
are not currently captured as applicable obligations, such as legislation
establishing authority, legislation awaiting assent or commencement, and relevant
foreign legislation. For a full list of Watchlist categories, see page X.

WHO DOES THIS?
Compliance Program Unit.

WHAT DO THEY DO?
Identify and maintain applicable legislation within the Compliance Directory.
Assess and document the relevance of each legislative instrument to the
University and its Controlled Entities (including The College).
Determine enterprise applicability and the appropriate compliance
management approach, including allocation of ownership.
Assess the inherent risk associated with non-compliance.
Allocate accountability to responsible operational units and assign Watchlist
status where relevant.

WHEN DOES THIS OCCUR?
At any time during the calendar year.

How Compliance Contacts/Representatives can support:
Notify the CPU as soon as possible of any legislation that should be added to,
amended in, or removed from the Compliance Directory or Watchlist.

5. WORKFLOW DEEP DIVE
STEP 1 - ADDING LAWS
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WHAT IS THIS?
Each law in the Compliance Directory is assigned to the portfolio with
accountability for managing compliance with that law, including the relevant
operational compliance, controls, and procedures for the subject matter of the
law.

Each law also has a designated Compliance Representative (that is, the
accountable owner), who is usually the head of a portfolio.

The Compliance Representative nominates a Compliance Contact (that is, the
subject matter expert), who is ordinarily no lower than HEW 9 and is usually a unit
head.

WHO DOES THIS?
Compliance Program Unit.

WHAT DO THEY DO?
Consult with the proposed designated area or areas, and with the University
General Counsel where appropriate, before formally assigning accountability.
Assign accountability for the law in the Compliance Directory, which triggers a
system-generated automated email notification.
Escalate any disagreement about the assignment of accountability to the
Senior Executive Team via the University General Counsel for decision.

WHEN DOES THIS OCCUR?
At any time during the calendar year.

How Compliance Contacts/Representatives can support:
Promptly notify the CPU if an assignment of accountability is incorrect, and
provide the name of the area that should be assigned accountability.

STEPS 2 & 3 - 
ACCOUNTABILITY
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STEP 4 - EMAIL ALERTS 

WHAT IS THIS?
Monitoring legislative change (including amendments, repeals, and new
instruments) is a core requirement for maintaining operational compliance.

Unidentified or unmanaged legislative changes expose the University to an
increased risk of non-compliance, which may result in regulatory action, penalties,
and reputational impact.

To support this, legislative email alerts are established for each assigned law.
These alerts ensure that the accountable area - through the Compliance
Representative and Compliance Contact - has visibility of relevant legislative
changes.

WHO DOES THIS?
Compliance Program Unit.

WHAT DO THEY DO?
Register Designated Compliance Representatives and Nominated Compliance
Contacts to the relevant legislative alert services for each assigned law.

WHEN DOES THIS OCCUR?
Immediately following the assignment of accountability.

How Compliance Contacts/Representatives can support:
Actively monitor assigned legislation by reviewing legislative alert notifications
and taking appropriate action where changes impact compliance obligations.
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STEP 5 - 
SELF-ASSESSMENT

WHAT IS THIS?
The self-assessment is the formal process used to identify, assess, and document
the risk of non-compliance with assigned legislation.

It provides the evidence base demonstrating how compliance obligations are
understood, controlled, and risk-assessed within the accountable area.

Self-assessment is not required for laws assigned as Watchlist items.

WHO DOES THIS?
Nominated Compliance Contact

WHAT DO THEY DO?
The self-assessment comprises four key activities:

Identify and document the applicable compliance obligations under the
assigned legislation.
Assess and confirm the current compliance status of each obligation.
Document the controls in place to mitigate the risk of non-compliance.
Assess the residual risk of non-compliance, taking into account the
effectiveness of those controls.

WHEN DOES THIS OCCUR?
Within 30 days of:

assignment of accountability;
a relevant structural change; or
a legislative or regulatory amendment impacting the assigned law.

How the Compliance Program Unit can support:
Where possible:

Review self-assessments for completeness and accuracy of identified
obligations.
Assess the design effectiveness of documented controls.
Provide feedback on the appropriateness of the residual risk assessment.
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STEP 6 - 
CONTINUAL REVIEW  

WHAT IS THIS?
Ongoing monitoring and review of assigned legislation ensures the self-
assessment remains current and supports an effective and efficient Annual
Attestation process.

Failure to monitor and update legislative changes or non-compliance incidents
may result in inaccurate compliance status and risk assessments.

The volume, severity, and management of non-compliance incidents - particularly
where incidents are not appropriately addressed and closed - directly impact the
overall residual risk of non-compliance.

WHO DOES THIS?
Nominated Compliance Contact

WHAT DO THEY DO?
Monitor assigned legislation for relevant changes.
Update the self-assessment (obligations, compliance status, controls, and
residual risk) as required.
Record and manage non-compliance incidents, including corrective actions
and prevention measures.
Implement and communicate any required changes to controls, processes, or
training.

WHEN DOES THIS OCCUR?
At any time in response to:

legislative or regulatory changes; or
a non-compliance incident.

How the Compliance Program Unit can support:
Assist in interpreting legislative alerts and their impact on compliance
obligations.
Provide guidance on required updates to controls, documentation, and
communication pathways.
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STEP 7 - 
COMPLIANCE CONTACT
ANNUAL ATTESTATION 

WHAT IS THIS?
Annual Attestation is the formal confirmation that the self-assessment and
ongoing monitoring activities are current, accurate, and reflect the overall residual
risk of non-compliance.

It provides assurance to the Board of Trustees via its Audit and Risk Committee,
that there is no material non-compliance with assigned legislation that would
adversely affect the University’s ability to meet its legislative obligations.

WHO DOES THIS?
Nominated Compliance Contact

WHAT DO THEY DO?
Complete and submit the attestation, confirming the accuracy of the self-
assessment, compliance status, and risk position.

WHEN DOES THIS OCCUR?
October to November, within the timeframe notified by the CPU.

How the Compliance Program Unit can support:
Provide guidance on completing the attestation.
Assist with system input where required.
Issue reminders on key dates and completion deadlines.
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STEP 8 - 
CPU VALIDATION

WHAT IS THIS?
Independent quality assurance of each annual attestation to validate the
accuracy of the reported compliance status and residual risk of non-compliance.

WHO DOES THIS?
Compliance Program Unit

WHAT DO THEY DO?
Review submitted attestations for completeness and accuracy.
Validate reported compliance status and non-compliance incidents.
Cross-check residual risk assessments against the compliance incident
register.

WHEN DOES THIS OCCUR?
After submission of the Nominated Compliance Contact attestation and prior to
the Designated Compliance Representative attestation.

How Compliance Contacts/Representatives can support:
ARespond to CPU queries in a timely manner.
Confirm and implement any required updates to attestations.
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STEP 9 -
COMPLIANCE

REPRESENTATIVE ANNUAL
ATTESTATION

WHAT IS THIS?
Compliance Representative Attestation is the formal confirmation of the overall
compliance position across a portfolio, providing assurance that there is no
material non-compliance risk.

It also reinforces segregation of duties by requiring independent oversight and
confirmation of the position reported by Compliance Contacts.

WHO DOES THIS?
Designated Compliance Representative

WHAT DO THEY DO?
Review and attest to the portfolio-wide compliance position, confirming the
accuracy of reported compliance status and residual risk.

WHEN DOES THIS OCCUR?
November to December, following CPU notification and provision of a summary of
submitted attestations across the portfolio.

How the Compliance Program Unit can support:
Provide guidance on completing the attestation.
Assist with system input where required.
Issue reminders on key dates and completion deadlines.
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STEP 10 - 
ARC REPORTING

WHAT IS THIS?
Independent reporting to the Audit and Risk Committee (a sub-committee of the
Board of Trustees) on the outcomes of the University’s compliance framework,
including key risks and assurance activities.

WHO DOES THIS?
Compliance Program Unit

WHAT DO THEY DO?
Report on any assigned laws with residual risk above the University’s risk
appetite for legislative non-compliance (Low).
Identify portfolios with outstanding attestations, noting that these revert to
inherent risk ratings above appetite.
Highlight any high-risk compliance issues identified through the attestation
process and ongoing monitoring.

WHEN DOES THIS OCCUR?
In line with the annual reporting cycle, typically in Quarter 1 of the following
calendar year.

How Compliance Contacts/Representatives can support:
Ensure all attestations are completed accurately and within the required
timeframe. 
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INTERACTIVE LINKS
FOR WORKFLOW STEPS

COMPLIANCE CONTACTS

LAWONE LEGISLATIVE EMAIL ALERTS

COMPLIANCE INCIDENT REPORTING

COMPLIANCE REPRESENTATIVES

STEPS 2, 5, 6 & 7

STEP 4

View your Assigned Laws and Annual
Attestation Dashboard

Log into LawOne 

STEP 6

Report, manage, and view incident
dashboard 

STEP 9

View Annual Attestation dashboard 
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https://erm.protecht.com.au/wsu/worms/client/app/widget.html?tablename=table_125560&appId=1121&widget=RegisterPage
https://erm.protecht.com.au/wsu/worms/client/app/widget.html?tablename=table_125560&appId=1121&widget=RegisterPage
https://auth.timebase.com.au/o/login?service=https%3A%2F%2Fauth.timebase.com.au%2Fo%2Foauth2.0%2FcallbackAuthorize%3Fclient_id%3Dlawone%26scope%3D%26redirect_uri%3Dhttps%253A%252F%252Fwww.lawone.com.au%252Foauth%26response_type%3Dtoken%26state%3D%25252Flawtracker%25252Falerts%26client_name%3DCasOAuthClient
https://auth.timebase.com.au/o/login?service=https%3A%2F%2Fauth.timebase.com.au%2Fo%2Foauth2.0%2FcallbackAuthorize%3Fclient_id%3Dlawone%26scope%3D%26redirect_uri%3Dhttps%253A%252F%252Fwww.lawone.com.au%252Foauth%26response_type%3Dtoken%26state%3D%25252Flawtracker%25252Falerts%26client_name%3DCasOAuthClient
https://erm.protecht.com.au/wsu/worms/client/app/widget.html?tablename=table_127300&appId=1121&widget=RegisterPage
https://erm.protecht.com.au/wsu/worms/client/app/widget.html?tablename=table_127300&appId=1121&widget=RegisterPage
https://erm.protecht.com.au/wsu/worms/client/app/widget.html?tablename=table_127300&appId=1121&widget=RegisterPage
https://erm.protecht.com.au/wsu/worms/client/app/widget.html?tablename=table_124460&appId=1121&widget=RegisterPage
https://erm.protecht.com.au/wsu/worms/client/app/widget.html?tablename=table_124460&appId=1121&widget=RegisterPage


ASSIGNMENTS AND LEGISLATIVE EMAIL ALERTS

SELF-ASSESSMENT

COMPLIANCE INCIDENT REPORTING

ANNUAL ATTESTATION

6. PROCESS DOCUMENTS

STEPS 1, 2 & 4

STEP 5

STEP 6

STEPS 7 & 9

Pages 26-37

Inclusive of:
Factsheets (Directory - pg 26-27, Legislative Alerts - pg 28-29)
Watchlist Definitions - pg 30-31
How to Login Instructions - pg 32
How to Access Alerts Instructions - pg 33-35
How to run a custom report on LawOne Instructions - pg 36-37

Pages 38-54

Inclusive of:
Factsheets (Self-Assessment - pg 38-39, Compliance Internal Controls - pg 40-44)
How to Complete Compliance Self-Assessment Instructions - pg 45-52
Compliance Controls Definitions - pg 53-54

Pages 55-62

Inclusive of:
Factsheet (Incident Reporting - pg 55-56, Root Cause Methodology - pg 57-59)
Incident Reporting Workflow - pg 60
How to Report Non-Compliance Incidents Instructions - pg 61-62

Pages 63-80

Inclusive of:
Factsheet (Annual Attestation - pg 63-64)
How to complete Annual Attestation for Nominated Compliance Contacts Instructions
- pg 65-79
How to complete Annual Attestation for Designated Compliance Representatives
Contacts Instructions - pg 80
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Watchlist Reasons 

Instrument specific: items 1-3 may be assigned to particular operating area/s, items 4-5 
always should be. 

1. It is a Bill awaiting to be enacted (as only current Acts of Parliament are listed on
the Directory).

2. It is an Act that has not yet commenced (as only current Acts of Parliament are
listed on the Directory).

3. It is an international law/instrument (as only Australian Federal and State laws
are listed on the Directory).

4. It is a subordinate legislation enabled by a principal Act on the Directory, and
contains numerous prescriptive obligations of which particular operating
areas must be aware.

5. The law is applicable to the University/Controlled Entity and its operations but
the law does not impose a direct or specific obligation onto
the University/Controlled Entity for compliance.

5A. This law is applicable to the University/Controlled Entity and its operations but 
   the law may set up authority or formulation only. 

5B. This law is applicable to the University/Controlled Entity and its operations, 
  and informs how to conduct BAU procedures when the event this Act is about 
  occurs without imposing a direct or specific obligation.  

5C. This law is applicable to the University/Controlled Entity and its operations but 
  the law may be a voluntary instrument. 

University specific – currency of operations: items 6-7 may be assigned to particular 
operating area/s. 

6. The law is applicable to the University/Controlled Entity and its potential (but
not current) operations.

6A. The law is applicable to the University/Controlled Entity and its potential (but 
 not current) operations, and is subject to an annual review of applicability. 

7. The law is applicable to the University/Controlled Entity and its operations but
it does not have any current activities or situations (more than 10 years when a
relevant situation occurred).
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Operational unit specific – accountability of operations: – items 8 should be assigned to 
particular operating area/s, and always is an active assignment to the operating area/s 
who has operational legislative compliance accountability. 

8. For awareness purposes only for particular operating areas not directly 
involved in or solely accountable for operational compliance of legislative 
obligations but it affects their operations, or execution and/or implementation of 
mitigating controls. 

Enterprise and operational unit specific – applicability of operations: item 9 may be 
assigned to particular operating area/s. 

9. The law is not applicable to the University/Controlled Entity because of 
particular reasons of its operations or it has an exemption. 
The University/Controlled Entity may follow it for best practices reasons only.  

Awaiting 

10. The law is awaiting SEC strategic decision to trigger applicability / OGC 
interpretation for applicability. 

11. The law is applicable to a Controlled Entity whereby an operating portfolio in 
the University is accountable for executing operational compliance / 
custodianship of Enterprise-wide controls on behalf of the controlled entity.  
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Logging into Western.ERC platform 

1. Access https://erm.protecht.com.au/wsu
2. Enter your Western credentials for single sign-on login

a. MFA to access

3. Access on the top menu ribbon “Compliance Registers”
4. Choose “Compliance Registers Review” from the drop down.

5. Choose the relevant register.
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Legislative Alerts Instructions 

Receiving alerts 

Sender and Recipients 

1. Emails alerts are sent from lawone(rutimebase.com.au.

2. Emails are sent to Compliance Representatives, Compliance Contacts, Compliance

Program Unit, and other interested persons (seen in the "CC" field of the email).

Regularity 

3. There is one alert per assigned law on the Compliance Directory, sent on the day of the

amendment.

Content in the alert email 

4. The alert is divided into summary sections of:

a. Bill/Draft Progress - not applicable to all laws; contact the CPU if this information

is required

b. New or commencing legislation - not applicable to all laws; contact the CPU if

this information is required

c. Subordinate legislation

d. Amended (or proposed to be amended)

e. Repealed legislation (or proposed to be repealed)

f. Legislative activity details

5. The summary sections outline the main Act being amended (the assigned law - in bold

font), and the amending legislation (in unbolded font).

6. The Legislative activity details contain more information such as purpose, notification,

and commencement dates.

Accessing the amendment information in the alert email 

7 For the most part, individuals will only want to access the amending legislation by 

clicking the second link under the main Act to in unbolded font - see screenshot 

below. 

8. Clicking any of the links in the alert email will bring you to the log in page for TimeBase.

From; loYloneC�.m-n.au �nt: Fri 17,0S/2018 5;.U PM 

Cc -
S�ct: LitWOnf 0,111y EfNII � for Equity a.cl �rsty 

ISAMPLE ALERT EMAILI 

Tt�eBase LawOne Alert Email 
Rtpon tlm. period: 16 AUgust 2018 A 30 PM A.EST to 17 AUgust 2018 .t 30 PM AEST (As sent 5 40 PM AEST on 17 AUgust 2018) 

Profile: E 

Conp;mion ,lnim,JII Acl 1!!1U (No. 87 of 1991) 
ArMndtd by 

To be used, and monitored. by the 
Com liance Pr ram Unit onl 

actlVlty roseear 

on this link to see the main 
that is being amended. 

Click on these links to see the 
amending information. 

Com0¥i90 A'YIW$ j(ld OtbCCI CQIWIPD AmPndrocCM f,Q 2918 {NO 27 Of 2018)�) 

r.
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Running a Custom LawOne Report Instructions 

To run custom reports on an Existing Profile  

1. Login
2. Click on the “Lawtracker” tab
3. Then choose “Custom Reports”.
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4. Tick the “Tracked by an existing profile”.
5. Enter in the date range.
6. Choose all the events you want to report on.
7. Select your profile from the drop-down box.
8. Click “Generate Report”.

9. The results will be displayed on your screen where you can click on the “+” signs to
open up the details, or you can download the items in an Excel spreadsheet.
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WHAT ARE COMPLIANCE INTERNAL CONTROLS?  

Internal controls are a consistent assurance of an organisation's objectives in complying with laws and regulations, 
mitigating any risk of non-compliance with an obligation. 

WHAT ARE COMPLIANCE KEY  INTERNAL CONTROLS? 

Key Internal Controls have one or both of the following characteristics: 

• Their failure could materially affect the compliance with an obligation. 

• Their operation may prevent other internal control failures or detect such failures before they have an 
opportunity to become material to the organisation’s objectives. 

WHAT RISK IS THE COMPLIANCE CONTROL INTENDING TO MITIGATE? 

The risk is non-compliance with a specific obligation on the University, as directed by a NSW or Cth statutory 
instrument.  

WHO IS RESPONSIBLE FOR WRITING THE CONTROL DESCRIPTIONS? 

The Nominated Compliance Contact assigned a law and obligation is responsible to write the control descriptions 
against the assigned obligation.  

SHOULD I INCLUDE A CONTROL DESCRIPTION THAT IS NOT EXECUTED BY MY ROLE AND/OR OPERATING UNIT? 

A key control should be executed and owned by the operating unit who is assigned a law. An assigned operating unit 
may list other internal controls executed by another business unit, which reduces the risk of non-compliance, but 
would not be considered a key control.  

An operating unit should certainly list a control of another operating unit if they: 

- Have oversight of that control/approves the execution of the control; 

- Proactively trigger or directs the control execution in the other operating unit. 

If there are any issues or questions, speak to the Compliance Program Unit, as assignment and accountability 
discussions may need to be had/escalated.  

HOW MANY CONTROLS SHOULD BE LISTED PER OBLIGATION? 

Generally, there should be only 1-3 controls per obligations, with 1 control being the key control.  

HOW OFTEN SHOULD CONTROLS BE REVIEWED?  

COMPLIANCE INTERNAL CONTROLS 
FACTSHEET 

(Steps 5 and 7 of the Workflow) 
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Controls should be maintained, reviewed at least annually (as Contacts attest to the controls’ accuracy and currency 
in the annual attestation process), and tested (i.e. does the control do what it is intended to do, can it be bypassed, is 
it effective in reducing the impact or likelihood of non-compliance risk) to ensure their continuing effectiveness.  

Controls should always reviewed in the event of strategic organisational restructure, when the control executor role 
has changed or no longer exists, or the obligation has been amended.  

HOW SHOULD CONTROLS BE WRITTEN? 

Control descriptions should be written to the following standard/guideline: 

i) Include who owns and/or operates the control. Use roles, not names.  

ii) Include the frequency of control operation. Specify whether the control is executed daily, weekly, 
monthly, quarterly, annually, or as-needed (ad hoc). 

iii) Ensure there is an appropriate mix of functions and practices of controls. 

Functions include preventative (identify and address problems before they happen), detective (find incorrect, 
missing, or invalid items after they have occurred), and corrective controls. An optimal system of internal  

         controls will a mixture of all three, but as a rule of thumb, there should be more preventative controls. Attached    
         is the Compliance Controls Definition document, which has been operational since 2019.   

Practices include manual (human / judgment actions, such as approval), or automated controls 
(computerised/electronic actions).  

iv) Restate the obligation to guide you in ensuring the control is a direct mitigant to the non-compliance 
risk.  

v) Be in the present tense i.e. current. Is this control actively being executed, or is this outdated i.e. 
executed only in 2021 

vi) Be a factual statement i.e. accurate. Is the control being executed as you state it is, or are you only 
executing a control annually but you have stated it is executed twice a year? Do not write future controls 
not yet implemented Avoid intent/objectives by using the words “shall” or ‘are required” as that does not 
make it factual.   

vii) Describe the control in no more than a paragraph being clear on the ‘who’, ‘what’, ‘where’, ‘how’, and 
possibly ‘why’. i.e. Who is executing what activity when and where, and how are they doing it which can 
be used as evidence of the execution of the control.  

Training in and of itself is not an effective control. The tolerance for the training control is what drives its 
effectiveness. Specify what % of people must complete what task within what time period. 

41/80



 

EXAMPLES OF CONTROL DESCRIPTIONS 

EXAMPLE 1 

OBLIGATION  

Sections 114-117 (Part 8 - Impounding of unattended and trespassing stock and abandoned articles)  

The University must ensure that its livestock must not escape and be secured away from any public road or 
other public place. 

CONTROL DESCRIPTION 1 (PHYSICAL SECURITY, preventative control measure) 

Farm staff [WHO] prevent escape and secure livestock away from any public road or other public place by 
[REWRITE THE OBLIGATION AS THE RISK OF NON-COMPLIANCE]: 

- adequately fencing with padlocks [WHAT] farm areas [WHERE] upon installation of the area and 
introduction of new livestock [WHEN];  

- posting signs [WHAT] at all entry points [WHERE], advising visitors to contact the Farm Production 
Coordinator or Campus Safety and Security in the event of livestock escaping / on the road (the signs are 
installed at the time of an entry point is decided [WHEN]); 

- transporting animals by truck [WHAT] across the major roads that separate farm paddocks (i.e. Blacktown 
Rd, Londonderry Rd and the River Farm) [WHERE] when livestock need to move paddocks [WHEN] 

EVIDENCE OF CONTROL 

SOPs, checklist, signed approval, consent form, logbook that states when gates/signs/padlocks/animals are 
installed/posted/checked/transported. 

CONTROL DESCRIPTION 2 (ONGOING MONITORING, detective control measure) 

Farm staff and Campus Safety and Security [WHO] detect whether livestock have escaped and are 
adequately secured from any public road or other public place by ensuring [REWRITE THE OBLIGATION AS 
THE RISK OF NON-COMPLIANCE]: 

- checking all fence, gates and padlocks [WHAT] on each farm area [WHERE] each morning and night 
[WHEN] to ensure they remain unbroken and do not pose an escape risk. 

EVIDENCE OF CONTROL 

SOPs, checklist, signed approval, consent form, logbook that states when these checks are completed. 
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EVIDENCE OF COMPLIANCE WITH OBLIGATION 

Locked gate and padlocked fences, no reports, or complaints of escaped livestock as evidence to the 
contrary.  

 

EXAMPLE 2 

OBLIGATION  

Section 14 -  Joint modern slavery statements (Part 2 - Modern slavery statements) 

The University, as a reporting entity, must give the Minister a modern slavery statement for the entity, for a 
reporting period, which covers one or more reporting entities (which may include the entity giving the 
statement), for a reporting period for those reporting entities. The University must ensure that it: 

(a)  complies with section 16; and (b) is prepared in a form approved by the Minister; and 

(c)  is prepared in consultation with each reporting entity covered by the statement; and (d)  is approved by 
the principal governing body (the Board of Trustees) of the University (the higher entity); and (e)  is signed 
by a responsible member (the Vice-Chancellor) of the higher entity; and  (f)  is given to the Minister 
(uploaded to the Register) within 6 months after the end of the reporting period for the entities covered by 
the statement (June-end for calendar year reporting). 

CONTROL DESCRIPTION 1 (CHECKLIST, preventative control measure) 

The Director, Compliance [WHO] ensures the University’s and Controlled Entities’ Modern Slavery Statement 
for a reporting period is in consultation with all controlled entities, is approved by the Board of Trustees and 
signed by the Vice-Chancellor, and is uploaded to the Register by 30 June of the next year (subs c-f) by 
[REWRITE THE OBLIGATION AS THE RISK OF NON-COMPLIANCE]: 

- adhering to the timeline, reminders, and checklist, and use of templates of board papers [WHAT] housed on 
its shared drives with Procurement [WHERE] between 1 January until 30 June of the following year [WHEN]. 

EVIDENCE OF CONTROL 

The timeline/checklist and other documents, and emails. 

CONTROL DESCRIPTION 2 (RECONCILIATION REPORTING, detective control measure) 

The Director, Compliance [WHO] ensures the University’s and Controlled Entities’ Modern Slavery Statement 
for a reporting period is compliant with s 16, in the prescribed form (subs a-b) by [REWRITE THE 
OBLIGATION AS THE RISK OF NON-COMPLIANCE]: 

- cross-referencing with s 16 of the current Modern Slavery Act 2018 (Cth) and other Regulator guidance 
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documents [WHAT] in regular meetings with Procurement [WHERE] from 1 November of the reporting 
period year until 1 March of the following year [WHEN]). 

EVIDENCE OF CONTROL 

Meeting invites and calendar reminders in Outlook, the cross-referencing with the legislation.  

EVIDENCE OF COMPLIANCE WITH OBLIGATION 

Signed Modern Slavery Statement uploaded to the Register.  
 
IS THERE TRAINING?  
Yes. Training on the Compliance Management Program, of which the Compliance Directory forms part, is available as 
MyCareer Online modules that can be undertaken at any time.  
 
Summary training is offered on the Compliance Management Program Yammer community, or e-updates.  
 
CPU offers live training (via video conference or in-person) on the Program, which may be requested by individuals or 
invited by the CPU.  

General information about the Compliance Management Program is also mentioned in the Manager Training, and 
Staff Induction training by the Talent, Learning, and Development unit.  

 
OTHER FACTSHEETS 

• Compliance Directory Factsheet 
• Self-Assessment Factsheet  
• Legislative Alerts Factsheet  
• Compliance Incident Reporting Factsheet 
• Annual Attestation Factsheet 
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Self-Assessment Process Document for Step 5 of the Workflow 

COMPLETE SELF-ASSESSMENT WITHIN 30 DAYS OF: 

I) INITIAL ASSIGNMENT;  
II) STRUCTURAL CHANGES; AND  
III) REGULATORY AMENDMENTS. 

 
1. Access your Dashboard.  

 
2. Click the pencil icon to update the assigned item. 
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3. Scroll to the section labelled “Self-Assessment”. 
 
Double click the pencil icon on each obligation to update the following (opens up in new 
window) 

 

Read and update the obligation (if needed).
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Update the compliance status from “Unknown”  

 

Note: If your obligations is ALREADY noted as “N/A for business unit” or “N/A for the calendar 
year” or “N/A for the University year on year” do not change it UNLESS it is inaccurate. You do 
NOT need to mark these as “Compliant”.  
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Update the statement of evidence of compliance (not needed if the status is marked 
“N/A…”) 

This is a ‘worklog’ field, meaning it keeps an audit trail of previous entries. You will see a history 
of compliance statements from 2023 by clicking “Show all”. 

 

Update the attachment of evidence if able (not needed if the status is marked “N/A…”) 

TIP: READ the obligation. The compliance must DIRECTLY address the obligation.  
 

For example, it the obligation is to submit a report, then compliance is the report.  
If the obligation is to NOT do an action, then compliance is the absence of it occurring, or the 
absence of any findings/decisions made against the University stating it has done the action. 
If the obligation is to follow principles in activities, the compliance would be a strategic plan.  
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Update the controls that mitigate the non-compliance risk, adding more or deleting. 

 

 

Answer “No” if there are no mitigating controls in place. 
This may increase the risk of non-compliance with your assigned law.  

You will receive a warning notification and will be able to Save and Close the form to return to 
the Obligations table and repeat for any other obligations.  

 

 

 

 

Answer “N/A” if the compliance status is “N/A for the business unit”. 

You will need to state who owns the accountability in a new window.  
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Answer “Yes” if you have mitigating controls in place to add (maximum of 5 to add – there 
should be some already listed with “Yes” already chosen). 

Review the controls for accuracy and currency, update if needed. 
The controls must be current and accurate (do not enter controls that aren’t yet executed) 

There is a Controls Definitions Document linked to help. 
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Update the statement of evidence of controls  

 

 

 

Answer “Yes” to add more controls (maximum of 5 can be added).  

Answer “No” if there are no more controls to add.  
 

TIP: There must be at least 1 key control listed, with a mixture of more preventative controls (use 
the help document) and some detective controls. 
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Update the attachment of evidence of controls, and comment 

 

 

Click Save & Close to save the form and return to the obligation table.  

 

REPEAT FOR ALL LISTED OBLIGATIONS IN THE TABLE.  
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Compliance Control Definitions 
 

Preventative 
 

Segregation of duties is the separation of duties to ensure the business complies with legislative 
obligations. For example, animals for research are being monitored by laboratory staff, as well as 
researchers, ensuring that the welfare of the animals are met.  
 

Approval required - a process where an application for certain work to be done requires the signature 
of the manager/head of school.  
 

Permission restrictions / data security - practices to keep information protected from, among other 
things, loss/corruption/unauthorised access/use. For example, requiring authentication for access or 
having data backed-up.  
 

Delegation limits - a clear delegation framework to identify monetary limits, boundaries and 
accountability structures.  
 

Automated workflow automates business processes. For example, if Condition A is met, then X will 
automatically occur. This (i) reduces the reliance on manual input and (ii) eliminates human error.  
 

Identify /reference checks can be an internal control to manage risk in, for example, staff or student 
recruitment, or supplier engagement.  
 

Checklist can be used as a reminder for staff to consider various factors in order to be compliant with 
legislative obligations.  
 

Published standards or documented policies/ operating procedures to mitigate non-compliance of 
obligations. For example, by having standard operating procedures for staff to follow in respect of 
workplace safety.  
 

Staff accreditation or professional training/ education includes any work induction a staff is required 
to complete prior to commencing work or on-going training to achieve compliance (i.e., maintain the 
required licences relevant to work). 
 

Consent / ethics form are the required approvals to be obtained from relevant authorities prior to 
certain activities taking place.  
 

Physical security includes keeping materials protected from unauthorised access/use.  For example, 
securing hazardous materials in locked cabinets or setting up no-lone zones for when a particular 
activity occurs.  
 

 

Detective 
 

Exception / reconciliation reporting are reporting which flags discrepancies between actual and 
expected performances, used to highlight issues that require action. For example, account receivables 
and invoice reporting, inventory and expiration tracking for chemicals etc.   
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Detective 
 

Ongoing monitoring is a process that ensures your area is kept informed of any changes or 
developments in compliance obligations that may impact business operations.  
 

Management reporting includes a framework on how non-compliance of obligations can be 
identified, reported and managed. Consider whether your staff know of their compliance obligations 
and who they should report to. For example, by reporting to the Compliance Contact for the specific 
business unit if your staff are aware of a non-compliance risk.  
 

Performance reviews include one-on-one meetings with staff members to discern their 
understanding of relevant legislative obligations pertaining to the University and the business unit, 
encouraging staff communication in reporting on non-compliance of obligations.   
 

Investigations include processes and procedures (for example, through regular reviews and checks) to 
detect and monitor any non-compliance of obligations.  
 

 

 

Corrective 
 

Insurance plans transfer the risk to a third party, for example by purchasing fire insurance.   
 

Business continuity plans is to have a well-defined strategy in place for when a breach of obligation 
that is likely to impact on the business’ functions happens. Consider the level of resilience your 
business is in the event of a breach of obligation.  
 

Crisis management plans are plans to handle non-compliance of obligations if it occurs. For example, 
a procedure that can restore a system if a launch fails.  
 

 

 

Other 
 

State other controls your business may have that is not already listed.  
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Breach: University-owned deer caused damage to a house and vehicle not owner by the University.  
i) How did this occur? The deer escaped from the University paddock.  
ii) How did this occur? The gate was open.  
iii) How did this occur? The lock on the gate became unlocked.  
iv) How did this occur? The lock was old and rusted. 
v) How did this occur? The lock and gate were not maintained according to the recommended service 

schedule. This is the root cause. 
6P category: Parts (maintenance). 

Breach: University-owned deer caused damage to a house and vehicle not owner by the University.  
i) How did this occur? The deer escaped from the University paddock.  
ii) How did this occur? The gate was open.  
iii) How did this occur? The lock on the gate became unlocked.  
iv) How did this occur? The lock was not physically checked to see if it was still secure it was only 

visually checked from afar). 
v) How did this occur? The procedure used by the safety officer did not direct to also physically check 

the lock. This is the root cause. 
6P category: Procedure. 
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Corrective actions resolve the identified root cause of the breach to prevent recurrence of multiple future breaches 
in the operating unit and perhaps other operating units.  
 

 

 
 
 
 
 
 
 
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Non-Compliance Incident Reporting Instructions  
for Step 6 of the Workflow 

 

 

Log in to access the Reporting Register 

 

 

Create New report from your dashboard 

 

 

Complete all required details on the Report 
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Action the Report for submission once all required information is entered.  

An incident will not be marked as closed unless confirmed as “Actioned”. Reports are 
designed to stay open to ensure appropriate management.  

Breach reporting tools are provided for use to ascertain root cause.  
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WHAT IS ANNUAL ATTESTATION?  
Annual attestation assures the Board of Trustees, and any of its controlled entities’ Boards, that there is no material 
non-compliance of the assigned laws in operating areas that could adversely affect the University or its controlled 
entities’ ability to comply with legislative requirements. 
 
Annual attestation is a tiered approach, where CCs attest first, followed by CRs based on CCs attestations, then finally 
DHs attest based on the two previous levels of attestations. The next level of attestation cannot complete their 
attestation until all of the previous level has attested. The CPU reports to the ARC on any delayed attestations.  

Continuously reviewing the assigned laws, and timely reporting and management of compliance incidences, 
ensures a smooth attestation process.  

 
WHO IS COLLECTING THE INFORMATION?  
The University via the CPU is collecting the information regarding annual attestation.  
 
WHAT IS THE PURPOSE OF THE COLLECTION?  
The University is committed to good governance principles, and keeps a record of all its assurance activities, for audit 
and compliance purposes.  

 
WHO HAS ACCESS TO THE INFORMATION IN THE ATTESTATIONS?  
Attestations submitted by CCs, CRs, and DHs can be viewed and accessed by designated officers in the Office of the 
University Secretary, and the Office of the University General Counsel (i.e. Compliance Program Unit; Office of 
Audit and Risk). 
 
It should be noted that external government authorities may request information about Attestations, especially in the 
event of a significant and/or reportable compliance incident.  
 
ARE ATTESTATIONS ONLY KEPT ON UNIVERSITY SERVERS? 
In some circumstances, Attestations may be entered on an online platform maintained by third party vendor, 
Protecht, which administers appropriate administrative, physical, technical safeguards and disaster recovery 
consistent with the requirements of ISO 27001 for the protection, security, confidentiality, and integrity of the data 
entered and stored in the Register.  
 
Western Sydney University controls and limits access to the information in the Attestations. The University holds all 
data in its possession, and administers all data submitted and stored in accordance with its Privacy Policy and Privacy 
Management Plan.  
 
Protecht does not (a) modify, (b) disclose except as compelled by law or as expressly permitted by Western Sydney 
University, or (c) access the data entered and stored in the Register except to provide maintenance services, prevent 
or address service or technical problems, or at Western Sydney University's request in connection with customer 
support matters. 
 
HOW LONG WILL INFORMATION IN THE REGISTER BE STORED?  
The information in the Register will remain in the Register until the agreement between the University and Protecht is 

ANNUAL ATTESTATION 
FACTSHEET 
(Steps 7-10 of the Workflow) 
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terminated (see next section). 
 
WHEN WILL THE INFORMATION IN THE REGISTER BE DESTROYED?  
Upon termination of the agreement the University has with Protecht, the data will be deleted within 30 days of the 
effective date of termination. A downloadable file of the stored data is made available to the University within the 30-
day period. The data entered and stored in the Register will be cleansed from production and back up servers.  
 
WHEN WILL WESTERN SYDNEY UNIVERSITY DESTROY THE INFORMATION PROVIDED FOR THE PURPOSE OF 
DECLARING CONFLICTS OF INTEREST?  
Western Sydney University is bound by the State Records Act 1998 (NSW), and retains Attestation records for  
7 years. Note that using the online register does not absolve any retention requirements.   
 
CAN I OPT OUT OF USING THE REGISTER? 
Yes, you can opt out of having you’re Attestation information entered and stored in the Register. This does not 
absolve the University requirement for compliance assurance, however, and a paper attestation must still be 
completed by you, and collected, used, and disclosed by the University in accordance with its Privacy Policy and 
Privacy Management Plan.  
 
IS THERE TRAINING?  
Yes. Training on the Compliance Management Program, of which the Annual Attestation forms part, is available as 
MyCareer Online modules that can be undertaken at any time.  
 
Summary training is offered on the Compliance Management Program Yammer community, or e-updates.  
 
CPU offers live training (via video conference or in-person) on the Program, which may be requested by individuals or 
invited by the CPU.  

General information about the Compliance Management Program is also mentioned in the Manager Training, and 
Staff Induction training by the Talent, Learning, and Development unit.  

 
OTHER FACTSHEETS 

• Compliance Directory & Assignment Factsheet 
• Legislative Alerts Factsheet  
• Self-Assessment Factsheet  
• Continuous Review & Compliance Incident Reporting Factsheet 
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Annual Attestation Instructions for Nominated Compliance Contacts 

EMAIL SENT IN OCTOBER:  

Compliance Program Unit (CPU) sends an email to the Nominated Compliance Contact with a 
link to the dashboard of all their assigned laws, instructing to complete the annual attestation 
for each assigned law.  

COMPLETE ATTESTATION BETWEEN OCTOBER START TO NOVEMBER END 

 
1. Click the link provided. 

 
The link will open to the dashboard of all assigned laws and Watchlist items.  
 
Only assigned laws tagged as ‘Pending Attestation” in the status need to be annually 
attested to. 
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2. Click the pencil icon to update the assigned item. 

 

3. Toggle to “Annual Attestation” tab. 
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4. Start answering the attestation questions.  
 
They are all required to be answered and you will not be able to submit (or save) the 
form unless you complete all fields. 
 
TIP: If you need to Save the form to complete later, input ‘dummy’ text in the fields, and 
ensure the answers are changed to be accurate before submission.  
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Here is a guide to the questions: 

Question 1. 

 
 
- Answer “Yes” if you are reading and addressing updates to your laws by subscribing 

to feeds etc (these, at a minimum, are the legislative email alerts from 
“LawOne@timebase”). 

 
- Answer “No” if you are not monitoring your laws.  

This may increase the risk of non-compliance with your assigned law.  
You will receive a warning notification but will be able to proceed with the form.  
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Question 2. 
This questions changes year on year to capture relevant Controlled Entity related 
questions on operations and custodianship. 
 
Question 3.  

 
 
- Answer “Yes” if you are compliant (i.e. no breaches or near-misses in the calendar 

year to any of your obligations.) 
 

- Answer “Partially compliant” if there have been breaches or near-misses to some 
but not all of your obligations. This may increase the risk of non-compliance with 
your assigned law.  
You will receive a notification and link to record any incidents on the non-
compliance register, if you haven’t already. You will be able to proceed with the 
form.  

 
 

- Answer “No” if there have been breaches or near-misses to all of your obligations. 
This may increase the risk of non-compliance with your assigned law.  
You will receive a notification and link to record any incidents on the non-
compliance register, if you haven’t already. You will be able to proceed with the 
form.  
 

 
 
Note: Obligations noted as “N/A for business unit” or “N/A for the calendar year” or 
“N/A for the University year on year” will be taken as “Compliant”.  
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Question 3A. 
Double click the pencil icon on each obligation to update the following (opens up in new 
window) 

 

Read and update the obligation (if needed).
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Update the compliance status from “Unknown”  

 

Note: If your obligations is ALREADY noted as “N/A for business unit” or “N/A for the calendar 
year” or “N/A for the University year on year” do not change it UNLESS it is inaccurate. You do 
NOT need to mark these as “Compliant”.  
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Update the statement of evidence of compliance (not needed if the status is marked 
“N/A…”) 

This is a ‘worklog’ field, meaning it keeps an audit trail of previous entries. You will see a history 
of compliance statements from 2023 by clicking “Show all”. 

 

Update the attachment of evidence if able (not needed if the status is marked “N/A…”) 

TIP: READ the obligation. The compliance must DIRECTLY address the obligation.  
 

For example, it the obligation is to submit a report, then compliance is the report.  
If the obligation is to NOT do an action, then compliance is the absence of it occurring, or the 
absence of any findings/decisions made against the University stating it has done the action. 
If the obligation is to follow principles in activities, the compliance would be a strategic plan.  
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Update the controls that mitigate the non-compliance risk, adding more or deleting. 

 

 

Answer “No” if there are no mitigating controls in place. 
This may increase the risk of non-compliance with your assigned law.  

You will receive a warning notification and will be able to Save and Close the form to return to 
the Obligations table and repeat for any other obligations.  

 

 

 

 

Answer “N/A” if the compliance status is “N/A for the business unit”. 

You will need to state who owns the accountability in a new window.  
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Answer “Yes” if you have mitigating controls in place to add (maximum of 5 to add – there 
should be some already listed with “Yes” already chosen). 

Review the controls for accuracy and currency, update if needed. 
The controls must be current and accurate (do not enter controls that aren’t yet executed) 

There is a Controls Definitions Document linked to help. 
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Update the statement of evidence of controls  

 

 

 

Answer “Yes” to add more controls (maximum of 5 can be added).  

Answer “No” if there are no more controls to add.  
 

TIP: There must be at least 1 key control listed, with a mixture of more preventative controls (use 
the help document) and some detective controls. 
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Update the attachment of evidence of controls, and comment 

 

 

Click Save & Close to save the form and return to the obligation table.  

 

REPEAT FOR ALL LISTED OBLIGATIONS IN THE TABLE.  
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Question 4. 

 

- Answer “Yes” if you uploaded evidence within the obligation 
 

- Answer “No” if you did not upload evidence within the obligation. 
 
- Comment on the evidence, such as location if not uploaded or ‘already attached in 

the obligation’. 

Note: This may sound a bit repetitive but it is to ensure evidence is uploaded within the 
obligation which is usually missed.  

 

Question 5. 

 

- Answer “Yes” if you have reported incidents throughout the year / before this part 
of the attestation ie when it was answered in the obligation.  
 

- Answer “No” if you did not report incidents throughout the year / before this part of 
the attestation ie when it was answered in the obligation. 

 
- Answer “N/A – no incidences have occurred” if there were NO breaches or near 

misses pertaining to any of your obligations throughout the year.  
 

Note: This may sound a bit repetitive but it is to ensure incidents are reported for the law which 
is usually missed or forgotten.  
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Question 6. 

 

- Answer “Yes” if this residual risk rating of non-compliance still remains the same as 
listed.  
 

- Answer “No” if the residual risk rating of non-compliance has changed. 
o This is usually because breaches have occurred (risk increasing), or controls 

are not accurate or current (risk increasing), or controls have gotten 
stronger ie another key control, more controls, better designed and / or 
operating controls (risk decreasing). 

 

Question 6A.  

The risk matrix will then become required for you to assess the residual risk again using the 
definitions on-screen for Likelihood and Impact.  
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5. COMPLETE AND SUBMIT YOUR ATTESTATION 

 

 

1. Read the attestation text. 
2. Type your name. 
3. Click the Tick icon for your electronic signature. 
4. Choose date for the lodgement of your attestation. 
5. Click the “Attestation Button” to submit your attestation formally.  
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Annual Attestation Instructions for Designated Compliance Representatives 
for Step 9 of the Workflow 
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