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How to get started with Okta Verify and Passkey

Purpose

Okta Verify helps protect your Western Sydney University student account by adding an
extra layer of security when you sign in to University systems.

This guide explains how to set up Okta Verify using your laptop and mobile phone, then
register a passkey so you can securely access your student account.

You will need both devices with you before you begin. Follow the steps in order and keep
the Okta Verify app installed on your mobile phone after setup.

Audience

Western Sydney University students setting up Okta Verify and passkey for their student
account.

Requirements:

You need access to a laptop or desktop computer.

You need access to your mobile phone.

Download the Okta Verify app from the App Store or Google Play before you start.
Make sure both devices are connected to the internet.
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Have your Western Sydney University student number and password ready.
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How to set up Okta Verify

1. Onyour laptop or desktop computer, to register go to
https://login.westernsydney.edu.au.

2. Enteryour student account username in the format
StudentiD@student.westernsydney.edu.au, then select Next.

WESTERN SYDNEY
UNIVERSITY

Sign in with your Western
account

——— e

Username

Enter your staff or student number.

Staff: 12345678@westernsydney.edu.au
Students: 12345678@student.westernsydney.edu.au

| Keep me signed in

Next

Unlock account?

For help, please phone us on +61 2 9852
5111 or visit our [T Service Desk page for
more contact information.

3. Enteryour password, then select Verify.
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https://login.westernsydney.edu.au/app/UserHome?iss=https%3A%2F%2Flogin.westernsydney.edu.au&login_hint=90966780%40westernsydney.edu.au&session_hint=AUTHENTICATED
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WESTERN SYDNEY
UNIVERSITY
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2 90966398@student.westernsydney...

Enter your password

Enter the password for your Western
account to continue.
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Forgot password?

For help, please phone us on +61 2 9852
5111 or visit our |T Service Desk page for

more contact information.
Verify with something else

Back to sign in

L ;

4. When prompted to set up security methods, choose Okta Verify and select Set up.
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WESTERN SYDNEY
UNIVERSITY

2 90966398@student.westernsydney...

Set up security methods

To continue, set up at least one security
method for your account.

Required now

e Okta Verify
Okta Verify is an authenticator app,

installed on your phone or computer, |
used to prove your identity

Setup -

f], Passkey
o
Use a security key or a biometric
authenticator to sign in

Setup =

Back to sign in
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5. Follow the on-screen instructions until a QR code appears on your laptop or
desktop screen. Keep this screen open.

Internal



Internal

WESTERN SYDNEY
UNIVERSITY

<

2 90966398@student.westernsydney...

Set up Okta Verify

1. Download the Okta Verify app on your
phone from the App Store (iPhone) or
Google Play (Android).

2. Open the Okta Verify app and choose Add
account.

3. Tap Scan a QR code and scan the QR
code shown on this screen to connect
your Western Sydney University account.
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Can't scan?

Return to authenticator list

Back to signin

Set up Okta Verify on your mobile phone

1. Open the Okta Verify app on your mobile phone.
2. Selectthe +iconto add an account.
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$¥ okta Verify

Iogln uat westernsydney edu au
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Launch Dashboard [

login-uat westernsydney.edu.au

teststudent: tudentuat.westernsyd..

Launch Dashboard [

Iogln -uat westernsydney edu au
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Launch Dashboard [4
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3. Choose Organisation as the account type.

Add Account

Choose Account Type

Choose the type of account you would like to add

m Organization
g Other

4. If asked whether you want to add an account from another device, select Skip.
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Add Account

Add Account from
Another Device?

If you have an Okta Verify account on another device,
you can add it to this device.

Skip

Add Account from Another Device

5. When asked if you have your QR code, select Yes, Ready to Scan.
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Okta Verify

Do You Have Your QR Code?

Before you continue, make sure your QR code is
shown on another device, such as a laptop

Yes, Ready to Scan

No, Sign In Instead

6. Useyour phone to scan the QR code shown on your laptop or desktop screen.

7. When the accountis added, select Done.
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Okta Verify

Account Added

1

You can now securely sign in to your organization's
apps.

Return to your organization's instructions to continue.

Important: Keep this app installed on your device.
You'll need it to sign in.
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Set up your passkey

1. Return to your laptop or desktop computer.
2. After Okta Verify is set up, you will be asked to set up another security method.
3. Under Passkey, select Set up.

WESTERN SYDNEY
UNIVERSITY

2 90966398@student.westernsydney...

Set up security methods

To continue, set up at least one security
method for your account.
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Required now

EL Passkey
o
Use a security key or a biometric
authenticator to sign in -

Setup -

Back to sign in

4. Select Set up again to continue.
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WESTERN SYDNEY
UNIVERSITY

2 90966398@student.westernsydney...

Set up a passkey on this
device

You will be prompted to register a passkey.
Follow the instructions to complete set up.

Return to authenticator list

Back to sign in

5. Follow the prompts on your device. The screen may look different depending on
whether you are using Windows, macOS or a password manager.
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WESTERN SYDNEY
UNIVERSITY

2 90966398@student.westernsydney...

Set up a passkey on this

Windows Security

1 ~

Save your passkey

90966398 @student.westernsydney.edu.au

G
C? for login.westernsydney.e

dau.au

CJ This will be saved to your Windows device. Change

Cancel

6. When setup is complete, you should arrive at the Western Sydney University
dashboard.
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Support

After you have set up Okta Verify

Keep the Okta Verify app installed on your mobile phone. You will need it when
signing into University systems.

Do not delete the account from Okta Verify unless instructed by the IT Service Desk.
If you change your phone or lose access to Okta Verify, contact the IT Service Desk
for help.

Troubleshooting

If you cannot see the QR code, refresh the page or start the setup again from the
sign-in screen.

If your phone camera will not scan the QR code, check that camera permissions are
enabled for Okta Verify.

If you receive an error message, take a screenshot and contact the IT Service Desk.
If you no longer have access to the phone linked to Okta Verify, contact the IT
Service Desk before trying to register again.

Support

If information appearsincorrect orincomplete, please contact the IT Service desk:

via email ITServiceDesk@westernsydney.edu.au
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